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Click Wisely

Scam Alert:

Thisisan official scam aert from the , Department of Crime. There
has been a increase in the amount of phishing scams. Thanksto a report from
a in , Wwe are able to get you the details on two ongoing scams while we
investigate these crooks.

The first message: Bank Transfers

This message will arrive disguised asif it was sent by someone you know, like afriend from

or an ex-

"Dear , | amin urgent need of assistance. While traveling in | got into

a accident. When | saw the hill for the healthcare, | said" "

I"" | can cover the costs when | get hometo but can't get to the bank to do the transfer.

Please wire dollarsto Legit Medical services. On my behalf,

sincerely

Remember! Never wire money based on instructions in email. Call a known number first to confirm, or your

money may fall into the of financial criminals.

The



second message: Tech Support

This message claims to be from your job's IT support team and will try to make you feel SO you

act without first.

"Attention - Your IS creating major problems on our network. We

believeit isrelated to you may have installed on your computer. It is sending

messages per hour to the lead of your company. We may have to permanently

remove you from the network. Please call 1-800-555-HEL P immediately.

-IT Support"

Remember! If you get acall or email from IT that you didn't request, ask them for aticket number and contact

the service desk how you normally would. IT support members will appreciate your

approach.

Thank you for your time,

Agent

Click Wisely! If an email makes you feel concerned, skip the links and go to the source directly. Never click

links or open filesin a suspicious email.
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