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Protecting Your Online Identity and Reputation

Remember that nothing is online. The virtual world isfull of opportunitiesto interact and

with people around the world. It's also a place where nothing is temporary and there are no

" " A lot of what you do and say online can be retrieved online even if you deleteit -- and it's

a for othersto , save, and your information.

Mark your as private. Anyone who accesses your profile on asocial

Site can copy or screen-capture and that you may not want

to see. Don't rely on the site's settings. Read each site's instructions

or to make sure you're doing everything you can to keep your private.

Stay Up to Date

your passwords and change them frequently. If someone logs on to a site and pretends to be

, they can your . Pick passwords that no
one will guess (don't use your favorite or your dog's ; try thinking of two utterly
random and mixing in arandom ), and change them

. Never share them with anyone other than your parents or atrusted adult. Not even your best :

boyfriend, or should know your private passwords!




Don't post inappropriate or sexually pictures or . Things that seem

or to you right now might not seem so cool years from now -- or when a
teacher, . officer, potential employer sees them. A good rule of is: if
you'd feel weird if your , coach, or best parents saw it, it's probably not a
good thing to post. Evenif it'son a private page, it could be hacked or and
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